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Abstract—In this paper, we implemented a lightweight reconfigurable pseudo-random number generator (PRNG). The map
generates discrete-time chaotic signals. The chaotic oscillator
requires two map circuits to generate chaotic signals. The design
is reconfigurable because two map circuits have two bifurcation
parameters which can be leveraged to generate multiple random sequences. The design of the PRNG utilizes two chaotic
oscillators, analog mux, 10 bit ADC, 2 bit shift register and an
XOR gate. The circuit has been implemented in 65 nm CMOS
technology with a supply voltage of 1.2 V . The estimated power
consumption of the circuit is 2.12 mW and the area overhead
is 0.132 mm2 . The throughput of the proposed PRNG is 100
M S/s. The proposed PRNG can be used for security applications
in IoT devices which requires circuits with less area and power
overhead. The PRNG design passes all the tests in NIST SP
800-22 test suite.
Index Terms—Chaotic map, PRNG, CMOS, VLSI, hardware
security, IoT

I. I NTRODUCTION
True random numbers can be generated from various
sources present in nature. The sequence can be extracted
from thermal noise, electronic noise, shot noise, movement
of mouse on the computer screen, lava lamps, etc. Data
extraction from these sources is not feasible because the
bit rate of the generated binary data is low. Moreover, the
design becomes complex and the data is vulnerable to external
environment. The rising challenges of designing true random
number generators led researchers to develop pseudo-random
number generators (PRNGs).
Linear RNGs are breakable after a few iterations which is
why nonlinear RNGs are becoming popular. Pseudo-random
sequences are expected to have long periods. If linear shift
registers are used then it becomes costly since the circuit
complexity increases and large memory is required to store the
bits. Recently a lot of research is conducted on chaos theory
to develop nonlinear pseudo-random number generators for
cryptographic applications. The theory of chaos is considered
to be one of the most monumental discoveries of the 20th
century. Chaotic dynamical systems produce deterministic and
unpredictable phenomenon which is sensitive to small changes
in the initial conditions. Chaotic sequences inherently have
long periods which is a desirable property for PRNGs. The
security performance of the system depends on the randomness
of the sequence. Popular chaotic maps are Gauss map, logistic
map, tent map, etc.

Nonlinear pseudo-random number generators (PRNGs) have
applications in the implementation of strong authentication
protocols, generation of keys for block cipher, generation of a
stream of keys for stream cipher, etc. In many cryptographic
protocols or algorithms, random numbers play a vital role in
the computation. PRNGs are useful in generating challengeresponse pairs for authenticating systems, public and private
key pairs for asymmetric algorithms and for commercial
applications such as lottery machines. Smart cards also require
random numbers to protect against side-channel attacks [1].
Researchers have worked on implementing popular chaotic
maps to develop PRNGs. Linear generators can be coupled
with nonlinear chaos generators in order to make the PRNG
attack resistant [2]. Nonlinear PRNGs can be easily developed from nonlinear recurring equations. Blum’s nonlinear
generator utilizes a square function and modulus operation
but its process time and hardware cost is higher [3]. Nonlinear
feedback shift registers have long-period and high throughput
[4]. One of the important characteristics of a good PRNG
is long period length which means the number of outputs
until the the sequence repeats itself. Several techniques have
been explored by researchers to increase the period length
of a chaotic gate such as self reseeding [5], modifying state
transitions [6], exploiting nonlinear effects of truncation [7],
adding noise [8], etc.
We introduce a novel scheme to generate random numbers
using a three transistor map circuit [9]–[11]. In this paper,
we connected two one-dimensional (1-D) chaotic maps in
cascade mode in order to develop the chaotic oscillator. Onedimensional maps are mathematical systems where a single
variable evolves with continuing iterations. The raw sequences
extracted from the chaos gate have innate properties that
are significant for random sequences such as high sensitivity
towards small perturbations in the initial input. A standard approach of generating random sequences is using two discretetime chaotic map and compare the generated sequences.
Common discrete-time chaotic maps such as logistic map,
piecewise linear map, etc. gives only one bit per iteration.
In this paper, the design of the PRNG requires two chaotic
oscillators, 10 bit analog-to-digital converter (ADC), analog
mux, a 2 bit shift register (SR) and an XOR gate. It is possible
to extract two bits per iteration from each chaotic oscillator.
The remainder of the paper is organized as follows. Section

Fig. 2: Bifurcation diagram of the chaotic oscillator.

Fig. 1: Chaotic oscillator [9]. The dotted lines represent the
three transistor chaotic map circuit.

II describes the circuit operation, bifurcation parameter and
Lyapunov exponent. The usage of chaos generator as a PRNG
is described in Section III. Section IV talks about the overhead
analysis of the proposed PRNG. Section V describes the
possible applications of the chaos gate as a PRNG. Finally,
concluding remarks are given in Section VI.
II. C IRCUIT D ESIGN
A three transistor map circuit has been implemented in 65
nm CMOS process. The size of the transistors in the map
circuit are: M1, W = 4 µm, L = 60 nm, M2 and M3, W
= 150 nm, L = 60 nm. T The chaotic oscillator along with
the clocking circuits consumes 0.556 µm2 of area and 18.4
µW of power. In conventional designs, capacitors are used
in the sample-and-hold circuit to store the signals. In this
topology, the parasitic capacitance of the pass transistors can
be leveraged to store the data. This reduces overhead since
capacitors consume a huge amount of area on chip. The chaos
generator is shown in Fig. 1. Two map circuits are used in
the generator, one in the forward path and the other in the
feedback path. Non-overlapping clocks, clka and nclka are
used to sample-and-hold the outputs of the chaotic oscillator.
Initially, the input, also known as the seed, is applied from
outside and clkinit passes it into the input of the first chaotic
map. The first output is sampled from out1 . In the second
iteration, out1 is transferred to the input of the second chaotic
map using clka . The feedback map generates an output and it
is sampled as out2 . When nclka is high, out2 is sampled onto
the input of the forward chaotic map. The cycle continues and
two analog voltages are generated at each iteration.
Three control parameters, input voltage, Vin and control
voltages Vc1 and Vc2 , are available in the chaotic oscillator.
The two control voltages can be shorted together or different
voltages can be applied to generate a series of different
sequences. We call the proposed PRNG reconfigurable because
slight change in Vc will generate a new sequence. Different

combinations of the two control voltages can be explored to
generate random numbers. In earlier work, we demonstrated
a way to increase the design space by applying varying Vc at
each iteration [12]. In order to ensure that the chaotic oscillator
acts as a PRNG, the control voltage should be chosen from
the chaotic region. The chaotic region is estimated from the
bifurcation diagram and Lyapunov exponent.
Bifurcation diagram displays the output sequences for
changes in bifurcation parameter, Vc . As can be seen from
Fig. 2, two chaotic regions are generated from the chaotic
oscillator. The first region starts from 527.5 mV and ends at
622.5 mV . The second chaotic region lies between 890 mV
and 952.5 mV . The control parameter, Vc is chosen from the
first region because the range of the output voltage is higher.
The PRNG’s output will span over a range of 294 mV to 1.194
V in the first region. The seed value is also chosen from this
output range. Moreover, the delay of the circuit increases as
Vc increases. In order to make the chaotic oscillator faster, it
is wise to choose control voltages from the first region.
Lyapunov exponent is a measure of the chaotic behavior
of a nonlinear system. Positive Lyapunov exponent means
that two trajectories generated using close initial conditions
diverges faster from one another with each iteration. Fig. 3
represents the Lyapunov exponent of the chaotic oscillator.
There are two regions where Lyapunov exponent is greater
than zero. The chaotic regions derived from the Lyapunov
exponent are consistent with the results obtained from the
bifurcation diagram. In this paper, a single control voltage
is used for random number generation. Vc is chosen where
the Lyapunov exponent has the most positive value, i.e. 592.5
mV .
III. P SEUDO R ANDOM N UMBER G ENERATOR AND
R ESULTS
Fig. 4 displays the proposed pseudo-random number generator using two chaotic oscillators. The chaotic oscillator
alone is not sufficient for random number generation. In order
to enhance diffusion in the generated binary sequence, we
generate 2 million analog data from chaotic oscillator, COA
and 1 million data from COB . Clk1 has double the frequency
of clk2 so that Sel pin of the MUX (same frequency as clk1 )

usually equal to 0.01. If there exists more than one p − value
for the sequence then the average value is calculated. The
pass rate of the tests has to be at least 0.96. From Table I, it
can be seen that the generated binary data from the proposed
PRNG passes 15 out of 15 NIST tests. We have validated
the randomness of the generated data using 100 one million
sequences. The 100 different sequences have been generated
for 100 different seeds.
TABLE I: NIST test results of the proposed PRNG.

Fig. 3: Lyapunov exponent of the chaotic oscillator.

NIST test
Frequency
Block frequency (m = 128)
Cumulative sums*
Runs
Longest runs of ones (M = 10000)
Rank
DFT
Non-overlapping template* (m = 9)
Overlapping template (m = 9)
Universal (L = 7, Q = 1280)
Approximate entropy (m = 10)
Random excursion*
Random excursion variant*
Serial* (m = 16)
Linear complexity (M = 500)

P-value
0.0966
0.3838
0.4356
0.7792
0.8832
0.4190
0.8514
0.4994
0.0329
0.6371
0.2368
0.2558
0.2213
0.52155
0.3191

Pass-rate
0.99
0.98
0.99
1
1
1
0.99
0.98
1
0.99
0.99
0.99
0.99
0.99
0.98

*average result of mutiple tests is shown
IV. OVERHEAD A NALYSIS
Fig. 4: The proposed PRNG design using chaotic oscillators.

can choose which analog voltage to transfer to the input of the
ADC. This mechanism uses a single ADC and reduces area
and power overhead. From COA , every other analog data is
sampled starting at second position and from COB the first 1
million sequences are sampled. The ADC converts the analog
voltages into binary sequence and stores only the 10th bit in
the 2 bit shift register. We only used the least significant bit
(LSB) of the ADC because it provides the highest entropy
required for developing the pseudo-random number sequence.
As soon as two binary data is available from two chaotic
oscillators, they are XORed to enhance the randomness and
the resulting output (bin) is sampled as the final bit sequence.
An initial analog voltage is applied as a seed to the proposed
PRNG, inA = inB . The same control voltage has been used
which means same Vc has been applied to the two chaotic
oscillators, Vc1 = Vc2 . Vc has been chosen to be 592.5 mV with
the help of bifurcation diagram and Lyapunov exponent. The
seed should be chosen from the output range of the selected Vc ,
310 mV to 1.194 V . After the sequences are generated, tests
are performed on the binary sequences to establish whether
the sequences are applicable for security purposes.
NIST test suite measures the randomness of the generated
binary sequence by applying different statistical tests. The tests
are validated by comparing the probability statistics (p−value)
calculated from the data and the significance value, α which is

PRNG designs based on established chaotic maps such
as, logistic map, piecewise linear map, tent map, etc., can
be found in literature. Circuit implementation of these maps
in CMOS technology can be area consuming. In order to
reduce the area, only one bifurcation parameter is chosen
which reduces the available control parameters of the chaotic
circuit [5]. The circuit used in this paper is reconfigurable
because it retains all the control parameters which is important
for generating different chaotic sequences. Moreover, different
control voltage combinations should generate different PRNG
sequences. We can also leverage the body bias voltage to add
more control parameters to the design [15].
The generated pseudo-random sequences need to pass the
NIST tests so that it is applicable for security applications.
There are several post processing schemes in the literature but
they add more complexity to the existing design. Moreover,
post-processing techniques add to the delay of the circuit and
becomes more area and power hungry. In this paper, we used
a simple scheme to add more randomness to the generated
data. After the two sequences are generated from the chaotic
oscillators, the two analog voltages are applied to the ADC
using an analog MUX. The LSB of the binary values are stored
in the shift register and then XORing is performed on the
incoming two bits. This post-processing adds negligible area
and power overhead.
The proposed lightweight PRNG has been designed in 65
nm CMOS technology with a supply voltage of 1.2 V . The
area of the chaotic oscillator is only 0.556 µm2 . A low power
and less area consuming SAR ADC [16] can be implemented

TABLE II: Overhead comparison of established PRNGs with the proposed design.
[13]
[13]
[14]
[8]
This work

Technology (nm)
350
180
180
180
65

Supply Voltage (V )
3.3
1.8/3.3
1.8
1.8
1.2

in order to complete the design. The ADC circuit only consumes 1.6 mW of power and the area overhead is 0.132 mm2 .
The total overhead of the PRNG design including the chaotic
oscillators, ADC, shift register, analog MUX and XOR gate
is approximately 0.132 mm2 and the power consumption is
2.12 mW . As can be seen from Table. II, this system consumes
significantly less power compared to prior work.
The throughput of the chaotic oscillator is 330 M S/s but
the throughput of the ADC is only 100 M S/s. Therefore,
the throughput of the entire system is defined by ADC’s
throughput. If we use the entire 10 bits from the ADC, then it
is possible to increase the throughput to 1000 M S/s but we
will have to adopt a more complex post-processing scheme
to pass all the NIST tests. A Flash ADC can also be used if
only the 10th bit from the ADC is used, but the trade off is
high power consumption and more area overhead. A bigger
three transistor map circuit will be faster but will have larger
overhead in terms of power and area.
V. A PPLICATION
IoT devices are becoming increasingly popular with the
advancement in technology. The security of these devices is
a major concern since a lot of information is exchanged over
the internet. PRNGs are an integral part of security domain
and is required for generation of keys, challenge-response
pairs, authentication protocols, etc. IoT devices are resourceconstrained so circuits with less area overhead is required
for security purposes. The proposed PRNG topology is ideal
for security purposes in IoT devices since it consumes low
power and area overhead. The PRNG passes all fifteen tests
in the NIST SP 800-22 suite. The randomness provided by this
PRNG should be sufficient for the security of small devices.
VI. C ONCLUSION
A lightweight reconfigurable PRNG is designed in 65 nm
CMOS process. The core of the design is a three transistor
map circuit. The entire system of the random number generator
consumes only 2.12 mW of power and 0.132 mm2 of area.
The throughput of the PRNG is 100 M S/s. The generated
pseudo-random sequence passes all the NIST tests with minimal post-processing overhead. The proposed design is suitable
for the security of IoT devices since it consumes very little
area and power compared to the established chaotic map based
PRNGs. The circuit design is reconfigurable since it contains
multiple control voltages.

Area (mm2 )
0.752
0.126
0.275
0.767
0.132

Power (mW )
56
22
13.9
37
2.12

Throughput (M S/s)
40
100
6400
120
100
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