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ABSTRACT

not all security implementations require secret keys. Key generation
software usually follows some complex algorithms to generate
their secret keys randomly. However, these software-generated
keys are at best pseudo-random in nature and can be modeled or
predicted with advanced machine learning tools. Therefore, there
is a growing need for true random number generators (TRNGs)
that can produce a stream of true random bits from hardware for
cryptographic applications [5]. Using some stochastic and random
physical phenomena within a circuit, these TRNGs produce a stream
of random bits. True random numbers (TRN) are different from
pseudo random numbers (PRN) where a seed is usually needed and
the same stream of bits are produced if the initializing seed remains
the same. A TRNG should ideally be insensitive to environmental
variation, i.e. the source of entropy that produces the random bits
should not be a strong function of temperature or supply voltage.
Process variation should also have a small impact so that it doesn’t
disturb the randomness of the TRNG circuit. Naturally random
circuit phenomena are used to build TRNGs. These phenomena
include clock jitter, random telegraph noise (RTN), thermal noise,
metastable state, any quantum phenomena, etc.
Recently, stochasticity in novel nano-devices like memristors
[11] is being explored to build TRNGs [4, 15]. Memristors display
probabilistic switching behavior, i.e. their switching time or memristive states can have different values at different periods of time
CCS CONCEPTS
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on the switching time is used to design the MTRNG (memristorKEYWORDS
based TRNG). In [6], researchers have utilized a differential readout
True random number generator, TRNG, RNG, memristor, Hardware
scheme to harvest the RTN (random telegraph noise) in memristors
security, memristor based RNG
along with LFSR (linear feedback shift register) to implement a
TRNG. The differential nature of this circuit improves performance
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1 INTRODUCTION
without any post-processing. This diffusive memristor is different
than common metal-oxide memristors, does not require forming
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Emerging nano-devices like memristors display stochastic switching behavior which poses a big uncertainty in their implementation
as the next-generation CMOS alternative. However, this stochasticity gives opportunities to build circuits for hardware security.
There are several examples in the literature where the stochastic
switching time of memristors are used as the source of entropy
to build true random number generators (TRNG). In many important applications, software-based pseudo-random numbers are not
enough as they can be modeled to some degree and thus TRNGs become necessary. In this work, we have analyzed TRNG designs that
utilize memristors’ switching time and evaluated them in varying
operating conditions and with process variation in mind. Specifically, we have shown mathematically how large process variation
and strong temperature and voltage dependence of memristors can
degrade the performance of these TRNGs. Therefore, we have proposed a new TRNG based on difference between high resistance
states (HRS) of a pair of memristors. With theoretical analysis using
simple probabilistic mathematics, we have evaluated our proposed
method with existing ones and show that our proposed design
works better even in unfavorable environmental conditions and in
the presence of large process variation.
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we have suggested a TRNG design that leverages the high resistance
state (HRS) variability of a memristor. This design uses relative
measurements, i.e. the HRS of one memristor is compared with
another to generate a random bit. Since HRS usually has shown
higher variability compared to other memristor characteristics, we
have chosen HRS as the source of stochasticity for our design. The
differential nature of this design makes it robust against process
and environmental variation.
The contributions of this paper include (1) formulation of conventional memristor based TRNG design, (2) providing a mathematical
insight to measure changes in performance with outside effects,
(3) enumerating the data bias in TRNG output from temperature
and supply voltage change, (4) proposing a new TRNG design, (5)
evaluation of both existing and proposed design against environmental changes, and (6) evaluation of both design against process
variation.
The paper is organized as follows: section 2 first presents a short
introduction to memristor and its stochastic behavior for common
memristor based TRNG designs. Section 3 derives the relationship
of existing TRNG design with temperature shift and supply voltage and process variation. Section 4 presents and discusses our
proposed design and again derives the relationship of this design
with temperature, supply voltage and process variation. Section 5
presents the simulation results and explains the difference between
these two designs. Finally, future prospects and concluding remarks
are provided in section 6 and 7, respectively.

2 BACKGROUND
2.1 Introduction to Memristor
The memristor or ReRAM/RRAM (resistive random access memory)
is one of the most promising post Moore-era devices because of
their non-volatility, CMOS compatibility, low energy operation
among other features [11]. Metal oxide memristors (metal-insulatormetal or MIM layer) are more common among various types of
memristors. They are usually bi-polar, i.e. they have two stable
resistive states namely high resistance state (LRS) or the OFF state
and the low resistance state (LRS) or the ON state. Applying a
minimum threshold voltage for a minimum amount of time switches
a memristor from LRS to HRS or from HRS to LRS depending on
the direction of applied voltage. The minimum threshold voltage
and minimum time to switch from HRS to LRS are called positive
threshold voltage and positive switching time, respectively, where
from LRS to HRS, they would be called negative threshold and
negative switching time, respectively. The transition from LRS to
HRS is known as RESET where the transition from HRS to LRS is
called SET. As memristors display RTN (random telegraph noise),
their final HRS and LRS values along with threshold voltages and
switching times are stochastic over time. Also, due to their nanoscale size and relatively newer fabrication process, memristors
display a large die-to-die process variation [10, 14].

2.2

Stochasticity in Memristor

As mentioned before, in metal-oxide memristors, threshold behavior is observed. This means when the applied voltage is larger than
a threshold voltage for at least the minimum switching time, the
memristor switches its state from one memristive (or resistive)
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state to another. Applying a minimum voltage of opposite polarity for at least another specific period of time would then revert
the memristor back to its previous state. Because of large manufacturing process variation, memristors display a wide range of
characteristics. Also, because of their underlying physical nature
of switching mechanism, they also display varied characteristics
in time. Thus their switching process is stochastic i.e. the value
of their memristive states, switching time and threshold voltages
can display variation across time. Over a larger number of clock
cycles, their stochastic behavior can be approximated as Gaussian
or Normal distribution. A TRNG tries to extract the uncertainty in
their switching over time to generate stream of random bits.

3

EFFECT OF ENVIRONMENTAL AND
PROCESS VARIATION ON CONVENTIONAL
DESIGN

As mentioned in earlier sections, most of the existing memristor
based TRNG designs take advantage of the stochastic switching
time (or the RTN). Memristors display cycle to cycle variation in
its characteristics. The switching time (positive or negative) of a
memristor can be approximated to have a normal distribution over
many cycles. This is formulated as:
tswn = N (µ t swn , σt swn )

(1)

P(t ≤ µ t swn ) = P(t > µ t swn ) = 0.5

(2)

and,
To reiterate, equation 1 describes that the switching time of
a memristor is a Gaussian (Normal) random variable with mean
µ t swn and standard deviation σ t swn . Therefore, 2 expresses the
probability that a random switching time, t ϵ tt swn to be less than
or equal to the mean is 0.5 or 50% according to the property of
a Gaussian distribution. Thus if we determine the mean of that
switching time (µ t swn ) and apply a voltage greater than its threshold voltage to a memristor repeatedly for many cycles, then half of
the time, memristor would switch and the other half of the time, it
would not. This is the basis for most memristor based RNG where
memristors’s stochastic switching time is the source of entropy.
This method requires a precise pulse of pulse width approximately equal to the mean switching time. Any clock jitter/skew or
other source of noise could change this pulse width which may drastically change the overall switching probability. The switching time
also depends heavily on the applied voltage magnitude across the
memristor. Thus, any power supply noise would also strongly affect
the switching time. Since the memristor’s threshold voltages and
memristive states are functions of temperature, temperature change
would also affect the switching time and thus the overall switching
probability. Thus any change in any of these factors would bring a
change in the probability of switching and thus equation 2 would
not hold for the changed distribution. Then the produced bit stream
from that memristor could be heavily biased towards either a ‘1’
or a ‘0’. In the next few subsections, we are going to formulate the
change in switching time distribution for these factors.

3.1

Supply voltage variation

To simplify our analysis and to get an approximate idea how voltage
variation can affect the random number generator performance, we
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have considered a linear model for a memristor [8, 13]. The RESET
of a memristor (i.e. from LRS to HRS) is governed by this equation
[13]:
Rdif f ∆tV (ti+1 )
M(ti+1 ) = M(ti ) +
,
(3)
tswn Vt n
where, tswn and Vt n are negative switching time and negative
threshold voltage of a memristor, respectively. Rdif f is the difference between HRS and LRS. M(t) presents the memristance and
V (t) is the applied voltage across the memristor at a time instant, t.
Equation 3 can be written as:
∆M =

Rdif f
tswn Vt n

∗ ∆t,

(4)

By integrating this equation 4, we can establish a relationship
between switching time and applied voltage. Let’s assume that the
applied voltage remains the same for one switching cycle, from
equation 4, we can estimate the actual switching time for any applied voltage:
∫ H RS
LRS

dM =

Rdif f Vappl ied
tswn Vt n

∫ tsw, ac t ual
∗

=⇒ tsw,actual = tswn ∗

Vappl ied

dt

(5)
(6)

The resulting relationship between applied voltage and actual time
to switch is found to be proportional which is expected from a linear
switching model of a memristor. If the change in applied voltage
is limited (max ±10% here), then a linear equation should provide
reasonable accuracy. If Vappl ied equals to the threshold Vt n , then
the actual switching time is equal to the minimum switching time.
However, from equation 6, a ±10% change in Vappl ied from Vt n
would result in a (≈ -9%,+11%) change in actual switching time.

3.2

Temperature variation

Temperature directly affects memristive states and threshold voltages and thus in turn affect the actual switching time. From [2, 3],
we can see threshold voltage magnitude decreases with increasing
temperature within the range ≈[0, 100]0 C and we can approximate
the change with a linear equation as:
Vt n (θ ) = Vt n0 [1 + αV t n (θ − θ 0 )],

(7)

where, Vt n0 is the threshold voltage at room temperature, θ 0
From [3], the temperature coefficient for negative threshold voltage
is calculated as ≈-0.007/0 C. Therefore, for a ∆θ temperature change,
the new Vt n would be:

=250 C.

Vt n (θ ) = [1 − 0.007 ∗ ∆θ ] ∗ Vt n0 ,

(8)

The modified switching time would then be:
tsw,actual = tswn ∗

3.3

[1 − 0.007 ∗ ∆θ ] ∗ Vt n0
Vappl ied

our purpose, we have considered a 5% standard deviation (σ t swn )
on negative switching time, tswn .
tswn = N (µ t swn , σt swn ), die − to − die

0

Vt n

Figure 1: Conceptual circuit diagram of (left) conventional
switching time based single memristor TRNG, and (right)
the proposed twin memristor TRNG

(9)

Process variation

Because of large process variation of an emerging devices like
memristor, all of its major parameters display a relatively larger
variance. For existing RNG designs which are based on switching
time, we are only interested in the variation of switching time. For

(10)

where σt swn = 0.05*µ t swn . Thus for a 1σ variation of this switching
time, the shifted mean of this distribution would be:
(
1.05 ∗ µ t swn , 1σ above mean
tsw,actual =
.
(11)
0.95 ∗ µ t swn , 1σ below mean

4

PROPOSED TRNG DESIGN

We have seen that process variation, temperature change and supply voltage variation can affect and thus shift the switching time
distribution of a memristor. Therefore, any TRNG design based on
the initial distribution of cycle to cycle switching time around the
mean of this distribution would create biased proportion of ones
and zeros and thus degrade the RNG performance. In this work, we
are instead proposing a RNG design based on relative distribution
of HRS. In this design, the main source of entropy is the cycle to
cycle HRS variation of a pair of memristors. With equal voltage
bias of a fixed duration, the memristive states of two memristors
are compared to generate random bit streams. Figure 1 displays
the high level circuit diagram of the existing switching time based
single memristor TRNG and the proposed relative HRS based twin
memristor TRNG. Temperature, voltage change and process variation have smaller effect on this proposed TRNG performance as
we’ll analyze now.
Suppose we have two memristors which are physically close in
a circuit layout and their mean HRS are 1σ = 1% (mismatch) apart
from each other. Each memristor’s HRS has a cycle to cycle Normal
distribution of mean µ H RS and standard deviation σ H RS = 10% of
µ H RS .
HRS1 = N (µ H RS 1 , σH RS 1 )
HRS2 = N (µ H RS 2 , σH RS 2 )

(12)

Since our proposed design compares between these HRS states, this
can be expressed as another Normal random variable as:
Z = HRS1 − HRS2
q
= N ((µ H RS 1 ∼ µ H RS 2 ), σH2 RS 1 + σH2 RS 2 )

(13)
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If µ H RS 2 > µ H RS 1 and thus µ H RS 2 = 1.01*µ H RS 1 (1% larger) and
σH RS 1 = 0.1*µ H RS 1 , σH RS 2 = 0.1*µ H RS 2 (10% standard deviation),
then equation 13 becomes:

temperature. Here, we assume that the standard deviation (and
variance) stays the same.
HRS ′ 1 = N (µ H RS 1′ , σH RS 1′ )
= N (µ H RS 1 ∗ C ∆θ , σH RS 1 )

q
Z = N (.01 ∗ µ H RS 1 , (0.1 ∗ µ H RS 1 )2 + (0.1 ∗ 1.01µ H RS 1 )2 )
(14)
√
≈ N (.01 ∗ µ H RS 1 , 0.1 ∗ 2 ∗ µ H RS 1 )
Since Z doesn’t have a mean of zero, the ratio of ones and zeros
wouldn’t be the same. However, it should be close to zero as can be
deduced using a Z-table. The z-score of this normal distribution to
find the probability of a randomly chosen value to be less than 0 is:
z=

x −µ
0 − 0.01 ∗ µ H RS 1
=
√
σ
0.1 ∗ 2 ∗ µ H RS 1
= −0.0707

(15)

where, z represents a Normal random variable of mean 0 and
standard deviation 1, transformed from Z to calculate the probability
using a z-table.
From z-table, the probability of getting a ‘0’ value for z score of
-0.0707 is:

HRS ′ 2 = N (µ H RS 2′ , σH RS 2′ )

(18)

= N (µ H RS 2 ∗ C ∆θ , σH RS 2 )
and
Z ′ = HRS1′ − HRS2′
q
= N (C ∆θ ∗ (µ H RS 1 ∼ µ H RS 2 ), σH2 RS 1 + σH2 RS 2 )

(19)

Thus equation 18 and 19 actually represents scaled versions of
the normal distribution of equation 12 and 13, respectively. Now
we can find the new distribution of our proposed design by using
equation 18 with equations 13 and 14. The z-score of this scaled
normal random variable is:
x −µ
0 − C ∆θ ∗ 0.01 ∗ µ H RS 1
=
z=
√
σ
0.1 ∗ 2 ∗ µ H RS 1
(20)
= −C ∆θ ∗ 0.0707

(16)

For
temperature increase, C ∆θ = (1-.008*50) = 0.6 and thus
the z-score would be z = 0.0424. The probability of getting 0:

It should be noted that if the mean HRS between two memristors are less than 1σ , then the the probability number in equation
16 would be closer to the ideal of 0.5. Our proposed design has
inherently some bias. But this provides us with a better robustness
against environmental changes compared to existing designs as
we’ll analyze now.

This value is very close to the value in equation 16. Thus changing the temperature does not bring in a significant change on the
ratio of 1’s and 0’s and the RNG performance does not degrade with
changing temperature.

4.1

4.3

P(x ∈ Z ≤ 0) = 0.4718

Supply voltage variation

Changing the voltage applied across the memristors would change
the switching speed. However, there is no direct relationship between this small voltage variation(±10%) with final HRS values. In
our design, we chose a large enough switching time so that memristors always switch, because we are only interested in variation in
the final HRS values, not the switching probability itself. Therefore,
due to rail voltage variation, the time to generate a valid bit from
the proposed TRNG changes slightly, but the value of that bit itself
is assumed to be unaffected.

4.2

Temperature variation

Temperature would change the HRS of both memristors in our
design. For a relatively small temperature window [0 − 100]0 C, this
change is approximated by a linear equation, similar to threshold
voltage change. Suppose, the temperature is increased by an amount
of ∆θ . Then from equation 7, we can find the two changed HRS as:
HRS1 ′ (θ ) = HRS1[1 + α H RS ∗ ∆θ ]
HRS2 ′ (θ ) = HRS2[1 + α H RS ∗ ∆θ ]

(17)

where, HRS 0 represent HRS at room temperature and α H RS is
the linear temperature coefficient of HRS and approximated as
-0.008/0 C. The die-to-die standard deviation of HRS considered here
is σH RS = 0.1*µ H RS (10% of HRS).
Now, let’s use the term C ∆θ = 1 + α H RS ∗ ∆θ . Thus we can
rewrite equations 12 for these two new HRS values at a different

500 C

P(x ∈ Z ≤ 0) = 0.4831

(21)

Process variation

In last subsection, we observe that temperature change creates a
scaled version of the original HRS distributions. Process variation
would cause the HRS values to be different from the die-to-die
mean HRS value, causing a shift in the distribution. However, since
we are taking the difference among two memristors, the resulting
distribution would just display a scaled mean and scaled standard
deviation of the original distribution.
Z = HRS1′′ − HRS2′′
q
= N ((µ H RS 1′′ ∼ µ H RS 2′′ ), σH2 RS 1′′ + σH2 RS 2′′ )
√
≈ N (.01 ∗ µ H RS 1′′ , 0.1 ∗ 2 ∗ µ H RS 1′′ )

(22)

Suppose, µ H RS 1′′ is 1σ larger than the mean µ H RS 1 . Thus µ H RS 1′′
= 1.1*µ H RS 1 and the z-score of this would again be:
x −µ
0 − 0.01 ∗ µ H RS 1′′
z=
=
√
σ
0.1 ∗ 2 ∗ µ H RS 1
0 − 0.01 ∗ 1.1 ∗ µ H RS 1
(23)
=
√
0.1 ∗ 2 ∗ µ H RS 1
= −0.0778
The probability of getting 0 for 1σ variation of HRS is thus:
P(x ∈ Z ≤ 0) = 0.469

(24)

Thus the ratio of 1’s and 0’s change by a very small amount with
process variation. This is an excellent result since it states that we
do not need to change any design parameters even if memristors
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Table 1: Percentage of 0’s to the sum of 0’s and 1‘s for different operating conditions
Design with
varying conditions
Single-memristor
Proposed (twin memristor)

Ideal/No
change
50
47.18

Temperature variation
+250 C
-250 C
4.01
95.99
47.76
46.62

Voltage variation
+10%
-10%
18.16
86.67
47.18
47.18

Process variation
+1 σ
-1 σ
69.15
30.85
46.90
47.46

show a large variance across different die as the RNG performance
should remain very close to optimum operating condition.

4.4

Output Correction

Since our proposed design inherently has a small percentage of
bias i.e. amount of 1’s and 0’s produced are not equal even in ideal
condition, some form of post processing could be useful to improve
the data quality. In this design, we have proposed to use simple VonNeumann correction which can be implemented very easily with
minimum hardware overhead. Von-Neumann correction discards
when two consecutive RNG output bits are both ‘1’ or ‘0’. But if
the bit sequence is ‘10’ then it becomes a ‘1’, and if the sequence is
‘01’ then it becomes a ‘0’. It helps to remove simple bias and reduce
correlation between consecutive bits. XORing of two TRNGs is
another technique. If output from two TRNGs are not correlated,
then XORing them could help to improve randomness in the output.

5

RESULTS AND ANALYSES

First, we have analyzed both the conventional single memristor
based TRNG design and proposed twin memristor based TRNG
design in terms of the proportion of 1’s and 0’s with respect to
varying operating conditions. We have used MATLAB to generate
simulation for our experiments. We calculated the percentage of 0’s
compared to the sum of 1’s and 0’s in normal operating condition, at
temperature ±500C change compared to room temperature, applied
voltage with ±10% variation and with 1σ process variation. This
1σ process variation for single memristor design corresponds to
the negative switching time variation and is assumed to be 5%. For
the proposed design, the variation corresponds to of HRS and is
assumed to be 10% as HRS displays higher variation than switching
time or other memristor characteristics. Table 1 displays the result.
As expected, process variation and temperature variation strongly
affect switching time and thus the single memristor based design
shows a large bias towards 1’s or 0’s except for normal condition.
The proposed design is based on relative measurement of HRS and
because of mismatch, inherently has a small bias i.e. the proportion of 0 is not 50% ideally. However, due to its relative nature, our
proposed design only show a small change in performance with
changing operating conditions. Thus our design can be considered
robust against environmental changes or against large process variation. Table 1 lists the performance of the two design for different
operating conditions. As expected, performance of the proposed
design doesn’t show a large deviation from ideal condition where a
single memristor TRNG performance could be affected severely.
To better understand the effect of process variation, we have
run Monte Carlo analysis with 10,000 different chips and generated
5000 random bits from each chip. Figure 2 shows the percent of
1’s for different chips for both existing and proposed TRNG design.
A TRNG should ideally has 50% of 1’s i.e. the mean should be

Figure 2: Histogram of bit bias with process variation for
(top) existing single memristor design and (bottom) proposed twin memristor design

0.5. As expected for our theoretical analysis, existing switching
time based TRNG design shows a wide distribution with process
variation with a standard deviation of 0.1805. But our proposed twin
memristor design only has a narrow distribution over die-to-die
process variation with a standard deviation of only 0.0322. This
result shows our proposed design is robust against process variation
and eliminates the need to redesign for every circuit instance.
We have also run Monte Carlo to show how the histogram shifts
from ideal for a ±100C change in temperature and for a ±10% change
supply voltage variation. This result is shown in Figure 3. Conventional single memristor based design shows a large deviation from
ideal (i.e. with a mean of 0.5) distribution for both increasing and decreasing temperature and supply voltage. But our proposed design
shows almost zero or very negligible change.

6

FUTURE WORK

In this work, we have provided with a general idea about what
to consider when designing a RNG using stochasticity of memristor’s switching behavior. However, as different memristor materials
change how a memristor switching behaves in varying conditions,
the performance of a TRNG would also be different. If we can fully
characterize several different types of memristors, then we can
analyze and compare their performances with more confidence.
Finally, our design is based on theoretical analysis only and thus
other source of randomness of a circuit might affect the performance. Therefore, our immediate step would be to build our design
using actual memristors and then evaluate it. The design of a good
comparator to compare the memristive states is another important
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Proposed design, temperature variation

No change

This material is based upon work supported by the Air Force
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expressed in this material are those of the authors and do not
necessarily reflect the views of the United States Air Force.
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Figure 3: Histogram plot showing the trend for shift in distribution with temperature and voltage variation for both
conventional and proposed design. Conventional design displays a large variation while proposed design almost unchanged.

task. Finally, since our results are based on simplified mathematical model based simulation, any statistical true random number
tests are not shown in this work as softwares can only produce
pseudo-random numbers but it can be done from real hardware
designs.

7

CONCLUSION

We have used statistical distribution of random numbers to analyze
the theoretical strength of existing TRNG designs. To improve upon
these designs, we have proposed our twin memristor based TRNG
design which theoretically performs better than existing designs in
varying operation conditions and against large process variation
of memristors. It also doesn’t require sophisticated pulse width
control to generate random bits and thus complexity of input signal
generation circuit is reduced. Our design is also generic and unlike
existing designs, it doesn’t need to be experimented on heavily to
determine input parameters. However, as we know memristor is a
novel and immature device, thus many different memristors consisting of many different materials with different underlying physics
are out there. Therefore, the temperature and other environmental
factor dependence might be different for individual memristor. Thus
the actual performance of a particular TRNG design would be very
dependent on its underlying materials and their characteristics.
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